Abstract-Recent trends in wireless sensor networks leads to the development of new protocols for data gathering. In this paper, a secure energy efficient location aware data gathering approach is introduced to secure data gathering. An Elliptic Curve Diffie Hellman Key Exchange (ECDHKE) algorithm is utilized for key generation and key exchange between the sensor nodes to maintain security and prevent the data from malicious nodes. The performance of the proposed scheme is validated in terms of packet drop, throughput, energy consumption, residual energy and network lifetime. The proposed scheme achieves better performance than the existing EEHA and SMART schemes.
Sensor network applications can be classified based on its operational archetype: data gathering and event driven. The data gathering application needs sensor nodes to intermittently update their data to the base station. In event driven application, the sensor nodes send data only, during an interest of event occurs. Though, planning security protocols is a challenging task for a WSN. Also, energy efficiency is a significant concern in WSNs.
Moreover, wireless transmission is a vital source of power consumption. Hence a significant part of communication in WSNs is due to data gathering. Data gathering plays a vital role in WSN since the aggregation methodology reduces the amount of power consumed for data transmission between the sensor nodes. There are many gathering techniques used in WSN:
Tree based aggregation
In network aggregation
Usually, WSN composed of sink node sometimes termed as a Base Station and many small sensor nodes. The nodes monitor a location area and aggregated the information. Sensor details are communicated to the base station with the help of wireless hop by hop transmissions. To preserve the energy this geographical information can be aggregated at intermediate sensor nodes based on some aggregation function. Aggregation policy reduces the amount of traffic, it helps to minimize the energy consumption. Two main encounters in the secure data gathering are confidentiality and integrity of data. While existing encryption is used to result end to end confidentiality in WSN. The aggregator node needs to decrypt the encrypted data to complete aggregation. It reveals the plain text at the aggregator nodes, which makes the data susceptible to attacks. Likewise, an aggregator node can include the false data during the data gathering process and make the base station or destination node to accept the corrupted false data.
Figure.1.Data gathering in sensor network
In this paper, a novel secure energy efficient location based data gathering approach is proposed for WSNs. One important factor is to reduce the energy consumption of the sensors in order to increase the lifetime of the network. The security mechanisms are incorporated to provide high level secure data gathering. The node location information is periodically updated to find out the nearest neighbor node for data forwarding. The node distance is estimated based on the Euclidean distance to determine the neighbor node for data packet forwarding. The data gathering approach scheme utilizes only lesser energy for data transmission. Hence it improves the network lifetime. Extensive simulations are conducted to compare the proposed method with the existing methods.
The advantages of the proposed method:
Efficiency: Data gathering is an important energy efficient approach to reduce the power and resource usage based on in-network processing to reduce the number of messages transmitted.
Accuracy: The proposed method provides higher accuracy ratio based on selecting the energy efficient factors. Hence, the unwanted packet loss are reduced.
Security: Even though the wireless links are vulnerable to eavesdropping, a good secure data gathering approach should be robust to such attack. The proposed method uses the Elliptic Curve Diffie Hellman Key Exchange (ECDHKE) to provide secure data gathering in WSN.
The remainder of this paper is organized as follows. Section 2 summarizes the related works in secure energy based data gathering schemes. Section 3 describes about the proposed Secure Energy Efficient Location Aware Data Gathering Approach. Section 4 describes the performance analysis. And finally, the paper is ended with the conclusion and future work at section 5. extended from GPRS protocol incorporates the security mechanism. Ahvar et al [3] investigated the fuzzy based energy aware routing protocol for WSN. FEAR protocol considers the energy balancing and energy saving. A fair trade off was calculated between energy balancing and energy saving based on the fuzzy set concept. Bahi et al [4] suggested a secure data aggregation technique in WSN. This scheme was based on elliptic curve cryptography, which exploits a smaller size keys. Moreover, the use of higher number of operations on cypher-texts were allowed. It prevents the difference between two identical texts from their cryptosystems. Watermarking based authentication method was used to provide secure aggregation.
Boloorchi [5] introduced a semi centralized approach. It was based on traditional clustering, symmetric and asymmetric key management and threshold secret sharing. The threshold secret sharing approach was explored to estimate the proper parameters. Confidentiality of data, integrity and dependability of the sensed information was enhanced in a circulated manner. Jin et al [6] designed a hop based energy aware routing algorithm for WSN. The hop based algorithm can enhance the energy among multi hop routing in sensor networks.
Because, it can estimate the optimal hop number and the respective intermediate nodes. Hop based Energy Aware Routing (HEAR) algorithm was used, that was completely localized and distributed. Hara et al [7] proposed a secure data aggregation strategy. Hence, a lightweight verification algorithm was utilized to determine the aggregated data includes any false impact. [8] studied four multi path randomized routing approach. The random propagation shares were distributed based on one hop neighborhood information. For each share, the sink TTL initial value enhances the efficiency of shares depends on two hop neighborhood details. [9] introduced the secure and energy efficient data aggregation methodology to detect the attacker nodes. Here, all the aggregated results were signed with the private keys.
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Moreover, pairwise shared key was used on each link for secure data transmission. Each node retrieves the aggregated output from its parent node and authenticates the aggregated output of the parent node. Lu et al [10] formulated a distributed secure data collection approach through chaotic compressed sensing. The chaotic compressed sensing was applied to the compressedencrypted data. An active node matrix algorithm sensing matrix generation algorithm was discovered to improve the data transmission. To evaluate the efficiency of the system, the secret key crack, hijack jamming, forgery and reply attacks were evaluated. Samundiswary et al [11] suggested a trust based energy aware greedy perimeter stateless routing protocol (TEGPSR). This protocol incorporates the trust based mechanisms in EGPSR protocol. [12] proposed a trust aware geographical routing approach for WSN. This approach depends on both the direct and indirect observations to formulate the trustiness for each neighboring node to defend against the routing attacks.
Zahariadis et al
Leligou et al [13] proposed a routing protocol with trust and location information in WSN.
This protocol was utilized for balancing trust and location information. Also, different ways to incorporate the trust in location aware routing were investigated. Zhan et [14] [17] formulated a secure geographical routing protocol. This protocol utilizes the location pairwise keys for secure routing of packets. Duan et al [18] designed a Trust aware Secure Routing Framework (TSRF). Primarily, the features of common attacks were analyzed on trust routing approaches. Then, the trust derivation scheme and specific trust calculations were formulated based on the analysis. Mao and Yuxin [19] introduced a hybrid algorithm which combines a key based secure routing algorithm and counter based intrusion detection algorithm. This combined algorithm can able to protect the data gathering in WSN. Huang et al [20] proposed a secure encrypted data aggregation scheme to remove the redundant sensor readings without the encryption policy. Security and privacy aggregation were provided and the duplicate instances was composed as a single packet.
Zhao et al
Villas et al proposed a novel spatial correlation aware algorithm to tackle the routing and load balancing issues in the WSN. The aggregration quality of the routing tree constructed by the proposed algorithm was higher than the existing algorithms [21] . Xiao et al presented a centralized algorithm to find the near-optimal energy allocation strategy for improving the precision of the gathered data received by the sink. A localized alterative algorithm that is scalable and adaptable to the large-scale distributed WSN was developed. The data aggregation precision and convergence of the proposed algorithm were improved [22] . Yi et al proposed a novel partial matrix completion algorithm to enable efficient data collection in WSN. With the comprehensive usage of the band-limited feature of the sensory data, the recovery accuracy was improved irrespective of the low sampling ratio [23] . Naznin and Chowdhury presented an energy efficient data gathering method to maximize the network lifetime and throughput rate. A load balanced data collection scheme was designed by dividing the network into the clusters and routes that provide ultimately higher packet delivery ratio [24] . Wu et al proposed a novel posterior belief clustering algorithm to optimize the tradeoff between target tracking performance and energy consumption rate of the sensor in WSN. The target tracking under dynamic environment was modeled by using partially observable Markov decision processes [25] .
III. SECURE ENERGY EFFICIENT LOCATION AWARE DATE GATHERING APPROACH
Due to the nature of hostile environmental condition and exclusive properties of wireless sensor networks, it is a crucial task to protect the complex information. Moreover, wireless sensor networks affect with the security issues that the traditional networks do not face.
Hence, security is a major problem for wireless sensor networks and it is necessary to investigate the security deliberations. The proposed system uses the Elliptic Curve Diffie
Hellman Key Exchange (ECDHKE) Algorithm. Figure. Data confidentiality improves the secrecy of sensed data and the sensitive data is never revealed to the unauthenticated nodes/parties. Also, in many of the applications the sensor node transfers sensitive information like secret keys. Hence, it is essential to build the secure communication channels between sensor nodes. The data like sensor ids and public keys must be encrypted to protect against the security attacks. In some cases, the routing information also need to maintain confidential as unauthorized nodes can use the information to deduce the sensor network performance. The typical method to keep the sensitive data is to encrypt the information with a help of a secret key that only intended by the authenticated receivers.
The proposed scheme uses the ECDHKE algorithm to exchange the keys between the nodes.
This results lesser delay and energy consumption and also provides the end-to-end confidentiality.
a.ii Data Integrity
Data confidentiality does not prevent data from being changed. Data integrity guarantees that a data being transferred are never corrupted. Data may be altered due to the unreliable communication channels. If the gathered data is compromised, then it might be corrupted data during the data gathering process.
a.iii Source Authentication
The sensor networks uses a shared wireless medium and the sensor nodes need the authentication mechanisms to identify the unauthenticated packets. Without the source authentication policy, an adversary node can attack the network and access the sensitive information. If two nodes are interacting, authentication can be maintained by establishing the symmetric key cryptography. The multiple sender and the receiver can share a secret key to determine the MAC for all forwarded data.
a.iv Availability
Availability guarantees the survivability of network performance against Denial of Service attacks (DOS). DOS attack can be launched at any layer and might disable the target node permanently.
b. Route Formation
The sensor nodes broadcast the HELLO packet throughout the network to discover the node location and the energy of the particular node. There are two major criteria used for route selection.
1. Distance among the nodes.
Energy computation b.i Neighbor node selection
The neighbor nodes are estimated based on the Euclidean distance. The packets are forwarded to the shortest distance nodes. Consider the two points x = (x 1 , x 2 ,…,x n ) and y= (y 1 , y 2 ,…,y n ). The distance from x to y or from y to x is given by:
(1)
Eqn (1) At the receiver side, the RTR packet algorithm is established. The sender location is retrieved from the RTR packet. Also, the receiver location is also notes. Then, the distance from source to destination and receiver to destination is estimated. If the distance from (S, D) is lesser than (R,D) then the checks the packet type. Then, the entry 1 will be appended to the neighbor table else it will be 0. At last, the RTR reply packet will be forwarded to the sender with the receiver information.
b.ii Energy Analysis of proposed routing protocol
There a several routing protocols are proposed for wireless networks which can be observed 
Or (3) Consider the distance between the sensor nodes is l. if the energy transmitted a single k bit data from a node places a distance nl from the base station by direct communication method.
Each node forwards the packet to the nearest node to the base station. Accordingly, node placed a distance nl from the base station may require n spreads a distance from l and n-1 receives.
Hence, the direct communication needs less energy than the MTE routing if:
MTE denotes the minimum transmission energy.
The messages are encrypted based on the key generation algorithm and the resulted encrypted data are combined at the base station shown in Figure. 4. Figure. 4. Final encrypted data
IV. PERFORMANCE ANALYSIS
In this section, the Secure Energy Efficient Location Aware Data Gathering Approach is presented, where a source location estimate is obtained through the periodic HELLO packets.
The simulation was performed in NS2 and the total number of nodes is 500 nodes in the area of 1000m x 1000m. Table 1 shows the simulation parameters.
Table 1 Simulation Parameters
Parameters Values
Total number of sensor nodes 500
Simulation area 1000 X 1000m
Node distribution Random
Simulation Time 50ms
Initial Energy 15J
a. Comparison of With and Without Secure Data Gathering Approach
The performance of the proposed data gathering scheme is validated and compared with the existing data gathering scheme without security measures. The performance is evaluated based on the following constraints: packet drop, energy consumption, network lifetime, throughput and residual energy.
a.i Packet drop
Packet drop is the amount of packets failed during the data transmission. Figure. 5.
depicts the comparison between the proposed scheme and the existing data gathering model.
The result shows that the proposed scheme can result lesser packet drop than the existing approach during data transmission.
Figure. The remaining energy is captured after the data transmission. The proposed system has higher residual energy than the existing approach which is shown in Figure. 7. The proposed system has better residual energy due to the proposed energy criteria which is shown in Figure.6 and Figure. 7. Hence the lifetime is improved for the proposed methodology. The comparison graph is shown in Figure. Throughput is the total number of data packets that have been received at time t by a destination. Figure.9 .shows that the proposed scheme can result better throughput than the existing approach. In order to show the efficiency of the proposed method, the results are compared with the existing two approaches Energy Efficient and High Accuracy (EEHA) [26] and Slice-MixAggRegaTe (SMART) [27] [28] .
b.i Data Gathering Accuracy
The accuracy is defined as the ratio among the selected summation by the data gathering method used and the real summation of all the individual sensor nodes. The data gathering results can be used to make critical decisions. Figure.10 shows the comparative accuracy analysis for the proposed SELADG with the existing EEHA and SMART approaches. The proposed method results higher accuracy than the existing methods. After the data gathering process gets completed, we noted the remaining energy level for the proposed method and the existing methods EEHA and SMART. It is shown in Figure. 11 and it proves that the proposed method preserves more energy than the existing methods. Figure. 11 Comparison for Remaining Energy between SELADG, EEHA and SMART Detection of the selfish node is the significant concern in the WSN. The detection rate of the selfish behavior of the nodes is observed by using the proposed SELADG method. Figure.12 shows the graph illustrating the comparison of the detection ratio of the existing EEHA and the proposed SELADG method. From the graph, it is clearly understood that the proposed SELADG method achieves improved detection ratio, when compared to the EEHA method. In this paper, a secure energy efficient location aware data gathering approach is proposed.
This scheme utilizes the properties of node location and energy to improve the lifetime of node and network. Also the security mechanism termed Elliptic Curve Diffie Hellman Key
Exchange is incorporated for secure data gathering between source and receiver. The routing is performed based on the neighbor node and highest energy node selection. The proposed scheme is compared with the existing data gathering scheme without the security measure.
The experimental result shows that the proposed method can perform better in terms of packet drop, throughput, energy consumption, residual energy and network lifetime. In future work, the proposed structure is incorporated with a super node and clustering concepts to provide better and secure data gathering. 
